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Adobe LeanPrint On-Premise Deployment 
Adobe LeanPrint on-premise deployment for organizations is a four step process. This document guides you through 
all the steps.  

STEP 1: Validate Dashboard server system requirements 
Check the requirements carefully and get those resources ready. 

STEP 2: Install and deploy the Dashboard server 
Based on the requirements, install and deploy the server as well as all other software components. 

STEP 3: Set up LeanPrint Dashboard for your organization 
Follow the Set Up process to customize deployment settings for the LeanPrint client and download the client installer 
package. 

STEP 4: Install LeanPrint client application 
Distribute the installation scripts to the users with instructions to launch the relevant installer and follow the onscreen 
instructions to install Adobe LeanPrint. 

 

1 
• Validate hardware and software requirements for Adobe LeanPrint Dashboard 

2 
• Install and Deploy the Dashboard 

3 
• Set up LeanPrint Dashboard for your organization 

4 
• Install LeanPrint client application on client machines  
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Dashboard server requirements 

Hardware requirements 
Based on the load, an organization can setup Single Instance deployment or Multi-tiered Deployment. 

For single instance deployment  
Combined Server (Application and Database) 

• 8 GB memory
• Dual Core Xeon 3.4 GHz
• 500 GB - 1 TB Storage
• 64-bit platform
• I/O Performance (disk, RAM, network): High

For multi-tiered deployment 
N number of Application servers 

• 4 GB memory
• Xeon 3.4 GHz
• 500 GB storage
• 32-bit or 64-bit platform
• I/O Performance (disk, RAM, network): Moderate

Database Server 

• 8 GB memory
• Dual Core Xeon 3.4 GHz
• 1 TB storage
• 64-bit platform
• I/O Performance (disk, RAM, network): High

Simplified hardware requirements say for 100 users with On Premise server 
• A 64-Bit desktop machine with configuration nearing 4 GB RAM, 200 GB Hard Disk (avoid low

performance disk drive) and a decent 4 core processor 

Software requirements 
Following OS are supported for Adobe LeanPrint Dashboard: CentOS 6.x, Windows 7, Windows 2008 server, 
Windows 2012 server. 

All the listed software must be installed in the sequence they are listed here: 

1. "Sun/Oracle Java SE 7 update 17 (Java 1.7)". The link to
download: http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-
521261.html

2. MySQL 5.5.x. The link to download: http://dev.mysql.com/downloads/mysql/#downloads
3. Application server: JBoss Application Server 7 (version 7.1.1). The link to download the JBOSS server:

http://www.jboss.org/jbossas/downloads/
4. Python 2.7 and above. The link to download Python: http://www.python.org/getit/
5. A valid SSL certificate on JBoss server
6. SMTP Mail Server (required for notification purposes)

http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
http://dev.mysql.com/downloads/mysql/%23downloads
http://www.jboss.org/jbossas/downloads/
http://www.python.org/getit/
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Steps to Install and deploy Adobe LeanPrint Dashboard on Windows 
1. Setup the environment 

a) Setup the JBOSS_HOME environment variable. To do so, follow below mentioned commands. 
o Press WINKEY+Pause/Break .You will be presented with Windows System Properties panel. 
o Click on “Advanced system settings” option on left side panel. 
o Go to “Advanced” header and click on “Environment Variables” button. 
o Now create a new System Variable with variable name JBOSS_HOME and variable value with 

absolute path to the root folder that contains your JBoss AS 7.1.1 installation. For example, this 
could be a folder C:\JBoss\jboss-as-7.1.1.Final.  
Ensure that the folders in the JBoss folder have write permission by the current user.  

b) LeanPrint Dashboard can be deployed on both http and https. For https (recommended), a valid SSL 
certificate is required, instructions of which are mentioned in Appendix. 

 

2. Prepare Adobe LeanPrint Dashboard for deployment 
a. Ensure that consistent versions of MySQL, Java and JBoss server are installed in the system. 
b. Move folders “installer” and “reportingdashboard” to your machine. These folders contain the dashboard 

binaries, and the setup scripts. Place these at a convenient location (for the remaining instructions we will 
assume that they are placed at path “C:\Dashboard”).  

c. Launch the windows command prompt. 
d. Change to “main-deploy” directory with the help of following command. 

cd C:\Dashboard\reportingdashboard\deployment\main-deploy 
 

3. Deploy Adobe LeanPrint Dashboard binaries 
a. Execute  the following command: 

main.bat 
b. The script will guide you through the deployment procedure asking for following parameters: 

- SMTP Mail server and credentials configuration 
LeanPrint requires valid credentials for an email server in your organization, along with the server's 
hostname and port, to be able to send notifications. 

- Access method  
LeanPrint Dashboard can be deployed on both http and https. By default, for http, it will be deployed on 
the port 8080 and for https; it will be deployed on the port 8443. HTTPS is recommended for security 
reasons. 

- Base directory for dashboard logs and LeanPrint installer 
This directory is required by the LeanPrint Dashboard for storing logs and contains the LeanPrint 
installer. 

- MySQL root user name and password 
This is required to create a new user for managing dashboard database. 
 

After this step, your JBOSS server should have started. Adobe LeanPrint Dashboard should now be available. 

Note: Do not close the command prompt window on which deployment was started to keep the server running. 

4. Adobe LeanPrint Dashboard access URL’s 

For the licensed users, Dashboard can be accessed using URL: 

<access-method>://<hostname>:<port>/dashboard/start  

 

For the Trial users, Dashboard can be accessed at https using URL:  

<access-method>://<hostname>:<port>/dashboard/try  

Where, <access-method> is either http or https. 

<port> is 8443 if deployed on https and 8080 if deployed on http. 



| 6 
 

Steps to Install and deploy Adobe LeanPrint Dashboard on CentOS 
 

1. Setup the environment 
a. Set hostname for the machine.  
b. LeanPrint Dashboard can be deployed on both http and https. For https(recommended), a valid SSL 

certificate is required, instructions of which are mentioned in Appendix. 
 

2. Prepare Adobe LeanPrint Dashboard for deployment. 
a. Move folders “installer” and “reportingdashboard” to your machine. These folders contain the dashboard 

binaries, and the setup scripts. Place these at a convenient location (for the remaining instructions we will 
assume that they are placed at path “/home/user/dashboard”).  

b. Open terminal and change directory using the following command. 
cd /home/user/dashboard/reportingdashboard/deployment/main-deploy 

c. Run the main script by executing the following command. 
Source main_install.sh 
Note:  
 Above command will initiate the step by step installation of software - MySQL, Java and JBOSS.  
 Since installation of MySQL and JAVA requires root privilege, you will be prompted to provided root 

user password multiple times. 
 If inconsistent version of MySQL, Java or JBOSS server is present, you would be prompted to uninstall it 

and run the above script again or upgrade manually. 
 
Installation of MySQL: 
 If MySQL is not already installed in system, consistent package would be downloaded and installed via 

internet. Please ensure internet connectivity and respond carefully to various prompts during 
installation.  

  Installation of Java: 

 If Java is not already installed in system, download mentioned consistent version manually and provide 
absolute path to the directory where JDK package has be kept on being prompted by script. 

Installation of JBOSS server: 

 If JBOSS is not already installed in system and consistent package is not present in system, select 
appropriate option and consistent package will be automatically downloaded via internet. If already 
downloaded manually, provide absolute path to the directory where jboss package with .zip extension 
has been kept on prompted by script.  
 

d. After specifying valid inputs, required softwares would be properly installed on your machine. 
 

3. Deploy Adobe LeanPrint Dashboard binaries 
a. Run the main script file by executing the following command 

sh main.sh 
b. The script will guide you through the deployment procedure asking for following parameters: 

- SMTP Mail server and credentials configuration 
LeanPrint requires valid credentials for an email server in your organization, along with the server's 
hostname and port, to be able to send notifications. 

- Access method  
LeanPrint Dashboard can be deployed on both http and https. By default, for http, it will be deployed on 
the port 8080 and for https, it will be deployed on the port 8443. HTTPS is recommended for security 
reasons. 

- Port Forwarding 
In order to access Adobe LeanPrint Dashboard on default port, Port forwarding is required. 

- Base directory for dashboard logs and LeanPrint installer 
This directory is required by the LeanPrint Dashboard for storing logs and contains the LeanPrint 
installer. 



| 7 
 

- MySQL root user name and password 
This is required to create a new user for managing dashboard database. 
 

After this step, your JBOSS server should have started. Adobe LeanPrint Dashboard should now be available. 

4. Adobe LeanPrint Dashboard access URL’s 

For the licensed users, Dashboard can be accessed using URL: 
<access-method>://<hostname>:<port>/dashboard/start  
 
For the Trial users, Dashboard can be accessed at https using URL:  
<access-method>://<hostname>:<port>/dashboard/try  
Where, <access-method> is either http or https. 
<port> is not required if port forwarding is enabled, otherwise use 8443 if deployed on https and 8080 if deployed on 
http. 
 
NOTE: While setting up the dashboard for your organization in the next section, you need to specify the groups. 
When the setup process is finished, then a zip named LeanPrint-Installer.zip is downloaded automatically, which 
contains the batch file for each group specified <GroupName>-Installer.bat. That zip file needs to be used for 
installation for each group separately. In case you have not create any groups, only one batch file will be available and 
can be used for installation.  
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Adobe LeanPrint Dashboard setup for your Organization 
Welcome to Adobe LeanPrint set up process!  This easy-to-use wizard based Set Up process lets you customize 
deployment settings for the LeanPrint client application. During the process, you register your organization with 
LeanPrint, select a deployment phase, provide print costs, specify groups, select report preferences, and confirm how 
you want your user to experience LeanPrint.   

Once you complete the customization, you can download the LeanPrint client installer (a zip file having separate setup 
files for each group) and start deploying LeanPrint on client machines. After you install the clients, the LeanPrint 
Dashboard automatically connects with the clients. Afterwards, you can view as well as modify the print costs, usage, 
and savings reports through the LeanPrint Dashboard. 

Note: If you miss to change a particular setting during the set up process, you can change the setting after installation 
from the LeanPrint Dashboard > Settings page. Group creation can also be done by going to Dashboard > Groups. 

Steps  

1. Access Adobe LeanPrint Dashboard URL as mentioned in point 4 of the section “Steps to Install and deploy 
Adobe LeanPrint Dashboard.” 

2. The Download, Install, and Save page appears. 

 
 

3. Specify the following details: 
• Name of your organization. 
• If you have purchased LeanPrint, enter the serial number. 

If you want to try LeanPrint, you can go ahead even without having the trial activation code – just 
select the “I don’t have trial activation code, proceed without it.” Checkbox.  

• In the Preferred Currency for Reports drop-down menu, select an appropriate currency carefully. 
You cannot change the currency later on.  

• Select the “I accept the terms and conditions” checkbox. 
4. Click Customize & Download. The Phases page is displayed.  
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5. Adobe LeanPrint functions in two phases:  
• Savings phase: in this phase, you configure and deploy LeanPrint to reduce your print costs and 

realize savings immediately. In this phase, the product is visible on all client machines and savings 
can be achieved soon after the installation. Choose this phase if you want to start saving 
immediately.  

• Assessment phase: in this phase, Adobe LeanPrint tracks users’ conventional print usage so that 
you can have better understanding of print costs within your organization across various groups. 
After the phase is over, the product will automatically move into the Savings phase for you to 
realize savings. Please note that Dashboard keeps the Assessment and Savings data separately so 
that you can refer to them whenever required. Choose this phase to know your print costs first and 
then start saving.  

Select an appropriate phase and then click Next.  

6. The Print Costs page is displayed.  

 

Here you need to choose two options. One on the type of print management within your organization and 
the second is about what type of printing costs you want to use for reporting purpose within Dashboard. 

Select an appropriate printing management option and assigning cost option, and provide costs as 
appropriate: 

• All of our printers/MFPs are under Managed Print Services (MPS) contract: Choose this option 
if you are paying per page to your MPS vendor for all the printers across your organization.   

o Start quickly - Assign same cost per page for all printers: Choose this option if you want 
to apply same cost to all the printers across organization. Specify cost for black & white 
printer and color printer in the boxes. 

o Assign different cost for different printers: Choose this option if you want to assign the 
cost based on a printer on which the printing job is done. Dashboard maintains a costs 
database for printers. It looks into the database and if exact or approximate printer model 
is found, it assigns costs to the printer from the database. If it cannot find a printer, it 
assigns the costs that you specify here in this page.  Specify default costs for black & white 
printer and color printer in the boxes. 
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• None of our printers/MFPs are under MPS contract (Self-managed): Choose this option if you 
manage all your printing jobs internally.   

o Start quickly - Assign same cost per page for all printers: Choose this option if you want 
to apply same toner and paper costs to all the printers across organization. Specify toner 
cost for black & white printer, color printer, and paper costs in the respective boxes.   

o Assign different cost for different printers: Choose this option if you want to assign the 
cost based on a printer on which the printing job is done. Dashboard maintains a costs 
database for printers. It looks into the database and if exact or approximate printer model 
is found, it assigns costs to the printer from the database. If it cannot find a printer, it 
assigns the costs that you specify here in this page. Specify default toner and paper costs 
for black & white printer, color printer, and paper cost in the respective boxes. 

• Some of our printers/MFPs are under MPS contract, while others are not: Choose this option if 
some of your printers are managed under an MPS contract and some are managed internally. 

o Start quickly - Assign same cost per page for all printers: Choose this option if you want 
to assign same cost per page to all MPS printers and same toner and paper costs to all 
printers in your organization. Specify costs per page under the MPS boxes, and toner and 
paper costs under the Self-managed boxes. 

o Assign different cost for different printers: Choose this option if you want to assign the 
cost based on a printer on which the printing job is done. Dashboard maintains a costs 
database for printers. It looks into the database and if exact or approximate printer model 
is found, it assigns costs to the printer from the database. If it cannot find a printer, it 
assigns the costs that you specify here in this page. Specify default costs per page under the 
MPS boxes, and toner and paper costs under the self-managed boxes.  

 

7. Click Next. The Reports page is displayed. 

 
 
Group level reporting: Groups are created for tracking print costs and usage at a group level within your 
organization. For each group, an installer will be downloaded at the end of this process. IT Admin needs to 
pick these installers and push them appropriately to the client machines that belong to those groups.  
Note: You’ll be able to assign specific print costs to a particular group post installation through the 
Dashboard > Groups page. Cost at group level overrides all the other cost provided in the system. 

To add a group, enter a name for the group in the Group Name box and then click Add. 



| 11 
 

User level reporting: If selected, this enables the IT Admin to view the reports at the User level. 
Original/Actual Costs/Pages and Cost/Page Savings can be seen at user level.  
Note: Dashboard collects username and machine name for providing the capabilities to enable the user level 
reporting. 
 
Choose the options suitable for your organization and click Next. 

 
8. The User Experience page is displayed.  

  
The page shows various LeanPrint client default settings for your users: 

• Print Mode: Default print mode to display in Print dialog box. In the Toner Saver mode, LeanPrint 
reduces only toner consumption. In the Super Saver mode, LeanPrint tries to save both paper and 
toner consumption.  

• Saving Settings: What toner intensity and font size to use by default, what should be the default 
mode for printing color pages, and print how many slides per-page for PowerPoint presentations. 
When the sticky option is ‘Yes’, LeanPrint client remembers any saving settings changed by a user 
from within a particular application and make those settings available to the user for that 
application in future.       

• Configuration: Whether to display the conventional print option in the File menu, and whether to 
update the LeanPrint client automatically. 

Choose the options carefully, and then click Next. In case you are not sure what to choose, select the default 
options and click Next. You can change these settings later on from Dashboard > Settings > User Experience. 
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9. The IT Admin page is displayed. 

 
 

10. Specify email ID and name of an IT Admin user. This’ll be your default first user to login to the Dashboard 
post the set up process. On finishing the process, an email is sent to this user’s email id with the link to set a 
password and login to the Dashboard page. 

11. Click Next. Your LeanPrint installer is ready now. The summary page shows all the major settings that you 
have selected. Review the settings carefully. If you want to change any value, click the Modify button. 
 

   
  

12. Click Finish. The Save As dialog appears. Save the installer file LeanPrint-Installer.zip on your machine. 
When you extract the zip file, you see a bin folder, a readme file, and installer batch files for each group. 



| 13 
 

 
 
Unzip and copy the entire installer folder on a user’s machine before you begin installation. 

Deployment scenario example: if you have 20 people in your Sales unit, run the 
corresponding installer Sales-Installer.bat file on each people’s machine in the 
Sales unit. Similarly, run Finance-Installer.bat file on each people’s machine in 
your Finance unit, and so on. There may be a set of people or machines which 
may not be belong to any of the groups that you create here. Consider those 
people or machines directly under your organization and run the 
<organizationName>-Installer.bat file on those machines.  

13. To install the LeanPrint client on individual machines, see instructions in the 
AdobeLeanPrint_Installation_Guide.pdf or visit: http://helpx.adobe.com/go/leanprint_deploy . 

  

http://helpx.adobe.com/go/leanprint_deploy
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APPENDIX 

Overview of SSL 

 SSL is an acronym for Secure Socket Layer. It creates an encrypted connection between your web server and 
your visitor's web browser allowing for private information to be transmitted without the problems of 
eavesdropping, data tampering, or message forgery. 

 To enable SSL on a website, you will need to get an SSL Certificate that identifies you and install it on the web 
server. The use of an SSL certificate on a website is usually indicated by a padlock icon in web browsers but it 
can also be indicated by a green address bar. 

 A CA i.e Certificate Authority is an entity which issues digital certificates to organizations or people after 
validating them. In order to request a purchase of SSL certificates from a Certificate Authority like VeriSign, 
Thawte, etc. you must create a CSR i.e. Certificate Signing Request. 
 

Steps to install SSL certificate in CentOS 

Pre-requisites for SSL certificate installation: 

1. Java Development Kit (for keytool.exe tool)  
2. OpenSSL.exe tool 

 
Below are the instructions to be followed in order to request a SSL certificate from a Certificate authority (CA) 
and install the same on your server. 

  

Step1: Create a CSR (Certificate Signing Request) 

1. Open the terminal and type the following command: 
   $ openssl req -out csr_filename.csr -new -newkey rsa:2048 -keyout privatekey.key  

2. You will be prompted to enter a pass phrase (a password to protect private key). Enter the pass phrase and 
remember it. 

3. After entering pass phrase key , you will be prompted to enter the following details: 
 Country name (2 letter code) 
 State or Province Name (full name) 
 Locality Name (e.g. city) 
 Organization Name (Eg. Company) 
 Organizational Unit Name (e.g. section) 
 Common Name (e.g. your server's host name) 
 Email Address [optional] 
 A challenge password [optional and unnecessary] 
 Optional company name [optional] 
  
Note: For the Common Name entry, please enter fully qualified host name of server where you need to install 
the certificate i.e. <hostname>.<domain-name>. Press <Enter> for the optional fields. 
   

4. After successfully executing above command, you will find two files generated on the current directory i.e. 
csr_filename.csr (CSR file) and privatekey.key (Private Key). 

5. Save the private key carefully. The certificate issued by a CA would be against this private key only. It this 
key is damaged or tampered, new certificate and private key pair would be needed. 

6. With the help of any text editor, copy the content of CSR file and provide the same while requesting a 
server certificate from a Certificate Authority (CA) e.g. VeriSign, Thawte. 

7. You will be provided with a main SSL certificate file, an intermediate-CA file and (or) a root-CA file by the 
Certificate Authority from whom you requested the certificate for your server. The certificates might be 
provided to you in simple text format. Copy the content of provided certificates and save them individually 
as .cer or .crt files.  
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   Example: server_certificate.cer, intermediateCA.cer and (or) rootCA.cer.  
    

Step 2: Installation of the SSL certificate issued by Certificate Authority  

1. If you have all the 4 required files i.e. server_certificate.cer, intermediateCA.cer, rootCA.cer (optional) 
and privatekey.key (private key file generated in Step 1), place all the 4 files together in a directory. Open 
the terminal and change directory to the one where all the 4 files have been placed. 

2. Now combine 3 files (server_certificate.cer, intermediateCA.cer and privatekey.key) into a .pfx file of 
PKCS12 format. To do so, execute the following command onto terminal. 

 $ openssl pkcs12 -export -out certificate.pfx -inkey privatekey.key -in server_certificate.cer -certfile 
intermediateCA.cer  
 You will be prompted to enter export password. This password will be used to protect the 
certificate.pfx file being generated after this command. 
3. Now convert the certificate.pfx file to JKS format before placing in the server directory. To do so, 

execute the following command in terminal in the same directory where other certificates are placed.  
    
$ /usr/java/<jdk version>/bin/keytool -importkeystore -v -srckeystore certificate.pfx  -destkeystore https.jks -
deststoretype JKS -srcstoretype PKCS12 
 
Note: In the above statement, <jdk version> refers to version of JAVA installed on system. However, it is 
required to install jdk1.7.0_17 for dashboard installation. 
  

• You will be prompted to enter destination password. This password will be used to protect the JKS 
file "https.jks" being generated after this step. 

• You will also be required to enter source password i.e password set for "certificate.pfx" in order to 
import the certificate in JKS format i.e. "https.jks"  

 
4. Now place the converted SSL certificate "https.jks" file in the server directory. 
5. Copy the "https.jks" file under standalone directory under $JBOSS_HOME.  
 Example: cp -f <path-to-https.jks>  $JBOSS_HOME/standalone/ 
6. Go to $JBOSS_HOME/standalone/configuration and open standalone.xml file in edit mode. 
7. Find the following tag:  

<connector name="http" protocol="HTTP/1.1" scheme="http" socket-binding="http">  
and insert the following tag just below it. 
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-binding="https" secure="true"> 

<ssl password="<password_for_jks_file>" certificate-key-file="<absolute-path-to-https.jks file>" 
verify-client="false" certificate-file="<absolute-path-to-https.jks file>" /> 
   </connector> 
    
   where, <password_for_jks_file> is the password entered for destination password in step 3. 
8. In order to verify that the certificate is installed, run following commands. 
 $ sh $JBOSS_HOME/bin/jboss-cli.sh --connect command=:shutdown 
 $ sh $JBOSS_HOME/bin/standalone.sh 2>&1 & 
 $ openssl s_client -connect server_name:8443 
 
Note: Here server_name refers to the fully qualified hostname of the machine which is used as server and in 
the name of which the SSL certificate has been issued by CA. 
Check the end of the string displayed as output of above command. If the string "Verify return code: 0 (ok)" , 
certificate has been installed properly. 
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Steps to install SSL certificate in Windows 

Pre-requisites for SSL certificate installation: 

• Java Development Kit (for keytool.exe tool) 
 

There are 2 ways in windows by which SSL certificate can be generated: 
1. Exporting (.pfx) file via Microsoft Management Console (mmc) and then converting it to (.jks) file. 
2. Using OpenSSL tool. 

Method 1: Exporting (.pfx) file via Microsoft Management Console (mmc): 

1. Click Start and then on Run. 
2. In the text box, type mmc and click OK 
3. From the MMC menu bar, select Console (in IIS 5.0) or  File (in IIS 6.0) and Add/Remove Snap-in then 

click Add 
4. From the list of snap-ins, select Certificates and click Add 
5. Select Computer account and click Next. 
6. If you selected the Computer account, then on the next screen, select Local computer (the computer this 

console is running on) and click Finish. 
7. In the snap-in list window, click Close. 
8. In the Add/Remove Snap-in window, click OK. 
9. In the left hand pane, click on and expand the Personal folder.  Underneath it, click on certificates. 
10. Right-click the certificate you want to export to .pfx file. 
11. From the drop down, click on All Tasks and then Export. 
12. You will see the Certificate Export Wizard.  Click on Next. 
13. At the next screen, choose "Yes, export the private key".  Click on Next.  

Note: If yes is greyed out, this could mean that for some reason, your private key cannot be found. 
14. At the next step, Personal Information Exchange - PKCS #12 (.PFX) is selected by default. 
15. Click on "Include all certificates in the certification path if possible" if you would like to include the 

chaining certificates (suitable if you are reinstalling this certificate onto another Microsoft system) 
16. Click on "Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)" so that you can set a 

password for more security. 
17. At the next screen, type in a password to protect the file.  Retype same password.  After you have done 

that, click on Next. 
18. On the following screen, you should click on the browse button and select a location where you would 

like to save the .pfx file.  Also provide it with a file name.  Click on Next. 
19. You will reach the Summary screen. Click on Finish. 

Steps to convert the (.pfx) file generated above (say certificate.pfx) to (.jks) file (say certificate.jks): 

1. Copy the file (certificate.pfx) exported in the above steps to the bin directory under jdk installation 
location. 

2. Open command prompt (cmd.exe) as Administrator. 
3. Move to the bin folder where the files were copied in the first step. 
4. Run following command 

keytool -importkeystore -v -srckeystore certificate.pfx -destkeystore certificate.jks -deststoretype JKS -
srcstoretype PKCS12 

5. Prompt for destination keystore password will appear. Enter an appropriate password. 

Steps to install the SSL certificate into JBOSS server: 

1. Go to %JBOSS_HOME%/standalone/configuration and open standalone.xml file in edit mode. 
2. Find the following tag: <connector name="http" protocol="HTTP/1.1" scheme="http" socket-

binding="http"> and insert the following tag just below it. 
   <connector name="https" protocol="HTTP/1.1" scheme="https" socket-binding="https" 

secure="true"> 
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<ssl password="<password_for_certificate_file>" certificate-key-file="<absolute-path-to-
certificate.jks file>" verify-client="false" certificate-file="<absolute-path-to-certificate.jks file>" /> 
</connector> 

Method 2: Using OpenSSL 

Below are the instructions to be followed in order to request a SSL certificate from a Certificate authority (CA) and 
install the same on your server using OpenSSL.  

Step1: Create a CSR (Certificate Signing Request) 

1. Open the terminal and type the following command: 
openssl req -out csr_filename.csr -new -newkey rsa:2048 -keyout privatekey.key  

2. You will be prompted to enter a pass phrase (a password to protect private key). Enter the pass phrase 
and remember it. 

3. After entering pass phrase key , you will be prompted to enter the following details: 
 Country name (2 letter code) 
 State or Province Name (full name) 
 Locality Name (e.g. city) 
 Organization Name (e.g. company) 
 Organizational Unit Name (e.g. section) 
 Common Name (e.g. your server's host name) 
 Email Address [optional] 
 A challenge password [optional and unnecessary] 
 Optional company name [optional] 

  
Note: For the Common Name entry, please enter fully qualified host name of server where you need to 
install the certificate i.e <hostname>.<domain-name>. Press <Enter> for the optional fields.  

4. After successfully executing above command, you will find two files generated on the current directory 
i.e. csr_filename.csr(CSR file) and privatekey.key(Private key). 

5. Save the private key carefully. The certificate issued by a CA would be against this private key only. It 
this key is damaged or tampered, new certificate and private key pair would be needed. 

6. With the help of any text editor, copy the content of CSR file and provide the same while requesting a 
server certificate from a Certificate Authority (CA) .eg. VeriSign, Thawte. 

7. You will be provided with a main SSL certificate file, an intermediate-CA file and (or) a root-CA file by 
the Certificate Authority from whom you requested the certificate for your server. The certificates might 
be provided to you in simple text format. Copy the content of provided certificates and save them 
individually as .cer or .crt files. Example: server_certificate.cer, intermediateCA.cer and (or) rootCA.cer.  

Step 2: Installation of the SSL certificate issued by Certificate Authority  

1. If you have all the 4 required files i.e server_certificate.cer ,intermediateCA.cer , rootCA.cer(optional) 
and privatekey.key (private key file generated in Step 1), place all the 4 files together in a directory. Open 
the terminal and change directory to the one where all the 4 files have been placed. 

2. Now combine 3 files (server_certificate.cer, intermediateCA.cer and privatekey.key) into a .pfx file of 
PKCS12 format. To do so, execute the following command onto terminal: 

> openssl pkcs12 -export -out certificate.pfx -inkey privatekey.key -in server_certificate.cer -certfile 
intermediateCA.cer  

You will be prompted to enter export password. This password will be used to protect the certificate.pfx 
file being generated after this command. 

3. Now convert the certificate.pfx file to JKS format before placing in the server directory. To do so, 
execute the following command in terminal in the same directory where other certificates are placed: 
  

> <absolute path to jdk bin folder>/keytool -importkeystore -v -srckeystore certificate.pfx  -
destkeystore https.jks -deststoretype JKS -srcstoretype PKCS12 

  
You will be prompted to enter destination password. This password will be used to protect the JKS file 
"https.jks" being generated after this step. 
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You will also be required to enter source password i.e password set for "certificate.pfx" in order to 
import the certificate in JKS format i.e "https.jks"  

4. Now place the converted SSL certificate "https.jks" file in the server directory. 
5. Copy the "https.jks" file under standalone directory under $JBOSS_HOME.  
 Example: copy <path-to-https.jks>  %JBOSS_HOME%/standalone/ 
6. Go to %JBOSS_HOME%/standalone/configuration and open standalone.xml file in edit mode. 
7. Find the following tag: <connector name="http" protocol="HTTP/1.1" scheme="http" socket-

binding="http"> and insert the following tag just below it. 
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-binding="https" secure="true"> 

<ssl password="<password_for_jks_file>" certificate-key-file="<absolute-path-to-https.jks file>" 
verify-client="false" certificate-file="<absolute-path-to-https.jks file>" /> 

         </connector> 
    
   where, <password_for_jks_file> is the password entered for destination password in step 3. 
8. In order to verify that the certificate is installed, run following commands. 
 > %JBOSS_HOME%/bin/jboss-cli.bat --connect command=:shutdown 
 > %JBOSS_HOME%/bin/standalone.bat 2>&1 & 
 > openssl s_client -connect server_name:8443 
 
Note: Here server_name refers to the fully qualified hostname of the machine which is used as server and in 
the name of which the SSL certificate has been issued by CA. 
 
Check the end of the string displayed as output of above command. If the string "Verify return code: 0 (ok)”, 
certificate has been installed properly. 
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